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Questions
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§ How to ask a question during today’s webinar?

§ Use the “Chat” or “Question” feature on the 
GoToWebinar panel.

§ You can also email DeAnna Bird at 
dbird@clarkschaefer.com.

§ Questions will be addressed at the end of the 
webinar.



CPE
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§ CPE is available for this event.

§ You will receive an email by the end of the day that 
will contain today’s presentation & CPE form.

§ You will receive 3 CPE codes during today’s 
presentation. 

§ Record those 3 CPE codes to complete the CPE 
form. 



Introductions

Mark Stoudemire, CCNA, CEH, CHFI
Consultant, Columbus Office
• IT Networking and Sys Admin background
• Masters in IT Security and Assurance from 

Wester Governors University
§ Marks hobbies include gaming (like any good 

cyber security expert), playing sports and movies 
every weekend



Introductions

Luke Nesman, GSEC
Consultant, Cincinnati Office
• IT/Network Security background in non-profit 

and large businesses.
• Experience with networking, monitoring, IR, 

and audit projects both in the internal and 
consulting side

• Passionate about the intersection of IT, 
Security, and people.

• Expert napper, anytime, any place.



What is Ransomware?
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• Malicious software
• Distributed via phishing emails & exploit kits
• Typically runs out of the %AppData% or %Temp% 

folders
• Achieves persistence on infected systems
• Encrypts data
• Leaves ransom note 

with instructions on 
how to pay ransom 
with bitcoin

• No guarantee that 
paying ransom will 
get you your data back



What is Ransomware?
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Ransomware Attack Distribution
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Agenda

• Brief History of Ransomware
• Preparing for the storm 
• “We Must Protect this house” 
• Recovery
• Cyber Insurance
• Conclusion
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History of Ransomware: 
1989, AIDS Virus
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History of Ransomware: 
2006, Archiveus & GPcode Trojan 
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History of Ransomware: 
2007, Winlock 
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History of Ransomware: 
2012, Citadel
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History of Ransomware: 
2013, Cryptolocker

• Spread via phishing 
emails & 
compromised 
websites
• Attachment is an 

executable
• 4 day time limit on 

payment of ransom
• Distributed by the 

Gameover Zeus 
Botnet
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Evgeniy Mikhailovich: Zeus & 
Cryptolocker Auther
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History of Ransomware: 
2014, Cryptowall
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• Gained popularity and notoriety after Zeus and 
Cryptolocker were taken down with Operation 
Tovar and the arrest of Evgeniy Mikhailovich

• Distributed via exploit kits, spam campaigns and 
malvertising.

• Employed the tactic of allowing 1 file to be 
unencrypted “free of charge” to increase credibility 
and income from their ransomware campaigns. 



History of Ransomware: 
2015, Ransomware as a service
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History of Ransomware: 
2016, Locky
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History of Ransomware: 
2016, Locky

• Spread originally via phishing campaigns
• Emails typically contain a word document with a 

malicious macro that infects you if the user is 
duped into enabling macros
• Anti-sandbox technology built in
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History of Ransomware:
2017, Samas, Wanacry, Peyta
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• Samas is known for being highly aggressive and 
attempts to infect all machines on your network 
through vulnerable JBOSS applications

• Uses stolen credentials to gain access to 
networks and infect machines with Samas

• Wanacry uses the leaked NSA vulnerability 
EternalBlue that exploits a SMBv1 Vulnerability

• Peyta 2.0 = wiper



Preparing for the Storm

• Backups, backups, and more 
backups
• Offline backups;
• Cloud Services
• Continuous File Backups
• Network Attached Storage

• Patching
• Keep Software up to Date
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Protect this House

§ System-Level Protection
-Whitelisting
-Anti-Virus/Anti-Malware
-Access Controls

§ Network-Level
– Firewall
– Email
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Protect this House Cont.

• End-Users
• Awareness training 
• Prevention steps 
• Security testing
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Recovery

• Review logs or full packet capture to determine 
attack vector and security holes
• Patch vulnerabilities/educate users
• Investigate any evidence of further compromise or 

lateral movement
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• Find the infected device 
or devices

• Disconnect from network
• Recover files from 

backups
• Resume business 

operations



Latest Threats : NotPetya

§ What is NotPetya?
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Latest Threats: NotPeyta

• Spread through MeDoc software update used by 
80% of Ukrainian business.
• Infected companies like pharmacy giant Merk to 

the shipping company Maersk to Ukraine's electric 
utilities
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Latest Threats: NotPetya

§ How NotPetya works?
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Latest Threats: NotPetya

Mitigation Techniques
• Don’t pay the Ransom
• Install Patch MS017-10
• Power off machine immediately
• Update Antivirus Signatures 
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Cyber Insurance
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Reasons to Consider Cyber Insurance

• Dollar values can be assigned to an the organization's 
cyber risk.

• Insurance underwriters can assist organizations with 
identifying cyber security gaps and weaknesses.

• Other benefits cyber insurance brings to the 
organization
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Types of Coverages
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Good Security Resources

• Cisco’s video, “Anatomy of an attack”
• KnowBe4 blog
• Talos, threat research blog
• SANS Internet Storm Center
• Krebs on Security
• Black Hills Information Security Blog
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Questions?
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Luke Nesman
lnesman@clarkschaefer.com
(513) 371-5648

Mark Stoudemire
mstoudemire@clarkschaefer.com
(614) 607-5716

If you wish to discuss any aspect of this presentation in 
more detail, please feel free to contact me:


