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Internal audit is not an option; examiners expect your bank to have an 
effective internal audit program in place. However, in today’s complex and 
evolving banking environment, your internal audit function must do more 
than just satisfy examiners, it requires a risk-based approach designed to 
clearly identify risks and weaknesses so that you can remedy them quickly.

The Evolution of Internal Audit

Internal auditing has been around almost as long as accounting itself. 
From the time individuals have been put in charge of another’s financ-
es, auditors have looked at internal controls, segregation of duties, and 
checks and balances.

In the past, internal audit was often viewed in a negative light – like             
investigators on the outside intent on catching policy violations. Today, the 
importance, visibility and role of internal auditing have grown to the point 
where it has become an essential component of a bank’s Enterprise Risk 
Management (ERM) strategy.

Definition of Internal Audit

As defined by The Institute of Internal Auditors (IIA), “Internal auditing is an 
independent, objective assurance and consulting activity designed to add 
value and improve an organization’s operations. It helps an organization 
accomplish its objectives by bringing a systematic, disciplined approach to 
evaluate and improve the effectiveness of risk management, control, and 
governance processes.”

Four keys to this definition are that internal audit is:

• Independent

• Objective

• A consulting activity

• Helpful in accomplishing organizational objectives
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Shift to Enterprise Risk Management (ERM)

This evolution in the responsibility of internal audit has resulted in a shift where internal audit has 
become a critical component of an organization’s total Enterprise Risk Management program. 
In the past, internal audit was traditionally focused on identifying policy violations and encour-
aging compliance with regulations. The focus of IA has since shifted towards a more integrated 
approach to risk management. This shift represents a much more forward-looking approach that 
helps assess the risks and steer the course toward the future.

This evolution is a result of the changing nature of the market and industry regulations, and it 
involves a transition from a document-centric approach to a data-centric approach. This allows 
internal audit to take advantage of the many new technologies that have developed that can      
enhance ERM.
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Risk Management’s Three Lines of Defense

“The Three Lines of Defense in Effective Risk Management & Control” was published in 2013 by 
the Institute of Internal Auditors as a simple way to communicate risk management and control, 
provide an opportunity to look at operations in a different way, and ensure that risk management 
was being properly managed. These guidelines were developed to be applicable and appropriate 
for any sized institution.

THE FIRST LINE OF DEFENSE

The front-line operational management team makes up the first line of defense. These operational 
managers have the responsibility to own and manage risks, and they are responsible for imple-
menting corrective actions to address process and control deficiencies.

THE SECOND LINE OF DEFENSE  

An organization’s risk management and compliance functions represent the second line of            
defense. Generally there is a risk manager or a risk management committee designated by senior 
management to oversee the implementation of the risk management procedures and monitor the 
ongoing functioning of the operational procedures that have been put in place. The specific func-
tions will vary by organization and industry, but typical functions include:

• Risk Management – facilitates and monitors the implementation of effective risk management 
practices by operational management

• Compliance – monitors various specific risks such as noncompliance with applicable laws  
and regulations

• Controllership – monitors financial risks and financial reporting issues

THE THIRD LINE OF DEFENSE 

An organization’s third line of defense is the internal audit function. This function is carried out by 
an independent entity responsible for evaluating the effectiveness of the policies, procedures and 
internal controls in place, and also verifying adherence to those policies and procedures as well 
as to the applicable laws and regulations. The internal audit function is responsible for objectively 
reporting to the board on the effectiveness of management to properly manage risk. Internal audit 
should be independent of management, directly reporting to the audit committee and administra-
tively to the CEO or president. This allows for the elimination of undue influence, whether actual 
or perceived, from the management area being audited.
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The scope of the internal audit function typically covers:

• A broad range of objectives

• All elements of the risk management and internal control framework

• The overall entity, divisions, subsidiaries, operating units and functions

Internal audit used to be seen as the one and only line of defense, but the IIA’s Three Lines of 
Defense emphasizes that everybody in an organization has a role in evaluating internal controls 
and being part of the overall risk management system. Internal audit is one of those lines, but it 
shares the responsibility with others in the organization.

• Owns & manages risks

• Implements corrective 
actions

Operational
Management Team

Internal
Audit

Risk Management
& Compliance

• Oversees the                   
implementation of risk 
management procedures

• Monitors ongoing       
functionality

• Evaluates the effectiveness 
of policies, procedures & 
internal controls in place

• Verify adherence to poli-
cies & procedures as well 
as to the applicable laws            
& regulations
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Regulatory Guidance

The Interagency Policy Statement on the Internal Audit Function and Its Out-
sourcing was released in 2003, and was developed in cooperation with all of 
the various regulatory bodies presiding over financial institutions. This inter-
agency policy represents a great starting point when building or evaluating 
your internal audit program as it represents policies that all regulatory bodies 
have agreed to.

This statement asserts that an effective system of internal control and an         
independent audit function form the foundation for safe and sound operations, 
regardless of an institution’s size. Some of the key areas addressed in the 
statement include:

• BOARD AND SENIOR MANAGEMENT RESPONSIBILITIES  
 The board of directors and senior management are responsible for ensuring 

that an effective system of internal control and an effective internal audit 
function is in place at their institution. They are also responsible for ensuring 
that the importance of internal control is understood and respected through-
out the institution. This overall responsibility cannot be delegated to anyone 
else. They may, however, delegate the design, implementation and monitor-
ing of specific internal controls to lower-level management and the testing 
and assessment of internal controls to others.

• STRUCTURE AND REPORTING RELATIONSHIPS 
 Careful thought should be given to the placement of the audit function in 

the institution’s management structure. The internal audit function should 
be positioned so that the board has confidence that the internal audit func-
tion will perform its duties with impartiality and not be unduly influenced by 
managers of day-to-day operations.

• SCOPE 
 The frequency and extent of internal audit review and testing should be 

consistent with the nature, complexity, and risk of the institution’s on- and 
off-balance-sheet activities. At least annually, the audit committee should 
review and approve internal audit’s control risk assessment and the scope 
of the audit plan, including how much the internal audit manager or des-
ignated liaison relies on the work of an outsourcing vendor. It should also 
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periodically review internal audit’s adherence to the audit plan. The audit committee should 
consider requests for expansion of basic internal audit work when significant issues arise or 
when significant changes occur in the institution’s environment, structure, activities, risk expo-
sures, or systems.

• REVIEW OF THE INTERNAL AUDIT FUNCTION AND OUTSOURCING ARRANGEMENTS 
 Examiners will assess the quality and scope of an institution’s internal audit function, regard-

less of the size of the institution and regardless of whether it is performed by the institution’s 
employees or by an outsourcing vendor.

Regulatory Expectations

As bank examiners evaluate an institution’s internal audit program, they will be looking for evi-
dence of an effective internal audit function, and they will be looking at the quality and scope of 
that function. Specific requirements examiners will review include:

• Internal audit function’s control risk assessment, audit plans, and audit programs are appro-
priate for the institution’s activities

• Internal audit activities have been adjusted for significant changes in the institution’s environ-
ment, structure, activities, risk exposures, or systems

• Internal audit activities are consistent with the long-range goals and strategic direction of the 
institution and are responsive to its internal control needs

• Audit committee promotes the internal auditor’s impartiality and independence by having him/
her directly report audit findings to it

• Internal audit is placed in the management structure in such a way that the independence of 
the function is not impaired

• Senior management has promptly and appropriately responded to significant identified inter-
nal control weaknesses

• Internal audit function is adequately managed to ensure that audit plans are met, programs 
are carried out, and results of audits are promptly communicated to senior management and 
members of the audit committee and board of directors

• Work papers adequately document the internal audit work performed and support the audit 
reports

• Management and the board of directors use reasonable standards, such as the IIA’s Stan-
dards for the Professional Practice of Internal Auditing, when assessing the performance of 
internal audit
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Audit Function/Governance

While banks with assets of more than $500 million are generally required to establish an audit 
committee, it is certainly a best practice for institutions below this threshold to do the same.

“Generally, insured banks with consolidated assets of more than $500 million are required to 
establish an audit committee. However, the board of directors may fulfill the responsibilities of the 
audit committee if the institution is not required by law to establish one. To establish an effective 
internal audit function, the board of directors (or its audit committee) should establish an audit pol-
icy that outlines the framework and standards for which the audit function is expected to operate. 
The policy and audit committee charter should take into consideration the size and complexity of 
the bank, with consideration given to the development of the following documents: Audit Commit-
tee Charter, Internal Audit Charter, Internal Audit Policy, and Internal Audit Procedures.”

Federal Reserve Bank of Atlanta
Overview of the Components of an Effective Internal Audit Function

Key Elements of an Effective Internal Audit Program

Once you understand the definition and role of internal audit, the roles various lines of defense 
play, and regulatory expectations, then you can better determine how effective your institution’s 
internal audit program is. Key elements of an effective internal audit program include: 

STAFFING
The internal audit function should be competently supervised and staffed by people with sufficient 
expertise and resources to identify the risks inherent in the institution’s operations and assess 
whether internal controls are effective.

RISK ASSESSMENT
A control risk assessment (or risk assessment methodology) documents the internal auditor’s 
understanding of the institution’s significant business activities and their associated risks. These 
assessments typically analyze the risks inherent in a given business line, the mitigating control 
processes, and the resulting residual risk exposure of the institution. They should be updated 
regularly to reflect changes to the system of internal control or work processes, and to incorporate 
new lines of business.
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INTERNAL AUDIT PLAN
An internal audit plan is based on the control risk assessment and typically includes a summary of 
key internal controls within each significant business activity, the timing and frequency of planned 
internal audit work, and a resource budget. 

INTERNAL AUDIT PROGRAM
An internal audit program describes the objectives of the audit work and lists the procedures that 
will be performed during each internal audit review.

INTERNAL AUDIT REPORTS
Internal audit reports generally present the purpose, scope and results of the audit, including 
findings, conclusions and recommendations. Work papers that document the work performed and 
support the audit report should be maintained.

INTERNAL AUDIT EXCEPTION TRACKING
This is an area that we have seen getting more and more attention from the examiners to ensure 
that bank management is properly addressing any issues uncovered in the audit report. Manage-
ment responses to audit findings should be documented and tracked for adequate follow-up.

• Is there documentation detailing the coverage, findings and follow-up of control weaknesses?

• Does management give appropriate and timely attention to material control weaknesses once 
identified?

• Is line management held accountable for unsatisfactorily or ineffectively following up on con-
trol weaknesses?
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Internal Audit Outsourcing Consideration

Due to the increasing importance and expectations surrounding the internal 
audit function, many institutions are turning to co-sourcing or outsourcing       
arrangements to satisfy their internal audit needs. Some of these organizations 
come to the realization they can’t develop an effective and adequate internal 
audit program because they don’t have enough people (time constraints) or the 
right resources as the regulatory burden becomes more and more complex.

Outsourcing arrangements can take many forms. Some institutions can com-
plete the vast majority of their internal audit plan, but need help with one or 
two of their audits, thus requiring only a very specific and limited outsourcing         
arrangement. Other institutions can perform part of their audit plan, but need 
assistance in completing a significant portion of the audit plan (co-sourcing). 
Still others decide on a complete outsourcing arrangement, choosing a vendor 
with the skills and expertise to complete all of the audits for them.

No matter the degree of outsourcing that is ultimately chosen, institu-
tions should enter into these arrangements to enhance the quality of their                                
control environment by obtaining the services of a vendor with the knowledge 
and skills to critically assess and recommend improvements to their internal 
control systems.

Small institutions that do not employ a full-time internal auditor should appoint 
a competent employee, who ideally has no managerial responsibility for the  
areas being audited, to oversee the outsourcing vendor’s performance under 
the contract. This person should report directly to the audit committee for pur-
poses of communicating internal audit issues.

To clearly distinguish its duties from those of the outsourcing vendor, the insti-
tution should have a written contract or engagement letter with provisions that:

• Define the expectations and responsibilities under the contract for both 
parties

• Set the scope and frequency of, and the fees to be paid for, the work to be 
performed by the vendor

• Set the responsibilities for providing and receiving information, such as the 
type and frequency of reporting to senior management and directors about 
the status of contract work
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• State that outsourced internal audit services provided by the vendor are subject to regulatory 
review and that examiners will be granted full and timely access to the internal audit reports 
and related work papers prepared by the outsourcing vendor

There is no one-size-fits-all approach to internal audit outsourcing, it truly needs to be customized 
to each individual institution. No matter what type of arrangement is ultimately chosen, the board 
of directors and senior management are still ultimately responsible to ensure that the outsourced 
internal audit function is competently managed, and that an effective and adequate internal audit 
function is in place. Senior management and the board must also be able to defend their deci-
sion to the examiners and explain why it fits their situation. They must be able to defend how the 
outsourced arrangement addresses the risks that are unique to their situation and demonstrate 
that they are confident and comfortable that they have an effective and adequate internal audit 
function in place.

Next Steps

Regulatory guidelines require all financial institutions to maintain an adequate internal audit function 
commensurate with the size and complexity of its operations. Clark Schaefer Hackett’s risk man-
agement professionals are highly experienced in providing comprehensive internal audit services 
focused on your operations and business activities. We tailor our risk-based programs to meet the 
needs and priorities of your institution based on your risk profile. We partner with management and 
audit committee members to ensure your routine processes are efficient and internal controls are 
in place and operating as designed and intended.

For more information about any of the topics in this whitepaper, please contact your CSH advisor or:

Scott Deters
Chair, Financial Services Group
sdeters@cshco.com

Leonard Wagers
Risk Management Services Group
lwagers@cshco.com
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Resources

THE IIA – Standards for the Professional Practice of Internal Auditing (Standards). Available 
through the IIA, this document is considered the ‘gold standard’ for internal audit, and is a great 
place to start for anyone looking to learn more about internal audit and determine how their       
organization measures up.

INTERAGENCY POLICY STATEMENT ON THE INTERNAL AUDIT FUNCTION AND           
ITS OUTSOURCING  
www.fdic.gov/news/news/press/2003/pr2403a.html

THE IIA - THE THREE LINES OF DEFENSE IN EFFECTIVE RISK MANAGEMENT                          
AND CONTROL
www.na.theiia.org/news/Pages/The-Three-Lines-of-Defense-in-Effective-Risk-Management-
and-Control-Is-Your-Organization-Positioned-for-Success.aspx

BASEL COMMITTEE ON BANKING SUPERVISION
The Internal Audit Function in Banks (2012)
www.bis.org/publ/bcbs223.pdf

FEDERAL RESERVE BANK OF ATLANTA OVERVIEW OF THE COMPONENTS OF
AN EFFECTIVE INTERNAL AUDIT FUNCTION
www.frbatlanta.org/-/media/documents/banking/publications/overview-components-of-effec-
tive-audit-function.pdf
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